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19-R004

Malcom Byrne

| hereby request the following: Copies of memoranda, analyses, intelligence briefings, and similar records related
to a string of August 2012 Iranian cyber attacks (reported to involve the cyber virus “Shamoon”) targeting U.S.
banks, the Saudi Aramco oil company, and Ras Gas in Qatar. This request specifically targets materials
prepared for President Obama and/or Commander Keith B. Alexander.

5/7/18

18-R006

Malcom Byrne

| hereby request the following: In connecrion with the recent (May 17, 2018) annowicement that all 133 of U.S.
Cyber Command's Cyber Mission Force teams have achieved Full Operational Capability (FOC), a copy of any
records specifying in full the standards or requirement, that must be met to reach FOC.

5/29/18

18-R007

Divya Hosangadi

Requesting the most current continuity of operations plan (COOP) for US Cyber Command. The COOP we
request is for one that would be enacted during a large scale national emergency, such as a large scale natural
disaster or pandemic situation. If the COOP plan(s) is determined to be exempt from FOIA disclosure, | request
lists of primary mission essential functions (PMEF) for the US Cyber Command and any of its subcomponents, if
applicable. Because we are requesting only the most current plan, we suggest searching for documents
developed between 01/01/2016 and present day (06/19/2018). If the COOP requested was developed prior to
2016, we request expanding the search dates to range from 2014 (01/01/2014) to 2016 (01/01/2016), and to
continue expanding the date range if the most recent document was developed prior to 2014. The same
suggestion for dates applies for lists of PMEFs, if the COOP is deemed exempt from FOIA disclosure. | have
already contacted OSD and spoken to Jim Hogan and Aaron Graves. If the requested COOP information for the
US Cyber Command is only available by contacting OSD, please let me know. Federal Preparedness Circular 65
requires that departments and agencies maintain lists of PMEFs as part of their continuity of operations plans.
Records to be used in educational/research pursuits associated with the Johns Hopkins Bloomberg School of
Public Health Please let me know if you have any questions.

6/19/18

19-R005

Michael Martelle

I hereby request the following: Reports or briefings regarding 2015 Shift in TTP or ROE in Russian Cyber
Operation

7/11/18

19-R006

Michael Martelle

| hereby request the following: USCYBERCOM OPORD 15-0055 in support of Operation Inherent Resolve

8/3/18

19-R007

Michael Martelle

| hereby request the following: Any document produced by the USCYBERCOM J3 assessment working group
(coordinated with J5) as a part of Operation Glowing Symphony, referenced in 3.D.3.D. of USCYBERCOM
OPORD 16-0188 Operation Glowing Symphony.

8/3/18

19-R008

Michael Martelle

| hereby request the following: JTF-ARES OPORD issued June 14, 2016

8/3/18

18-R013

Michael Martelle

| hereby request the following: Execute Order (EXORD) for Operation Glowing Symphony (OGS)

8/14/18

18-R014

Eric Geller

All emails, memos, and other documents related to the use of the AMRDEC Safe Access File Exchange (SAFE)
for any purpose relating to the Presidential Advisory Commission on Election Integrity, including, but not limited
to, documents relating to the response of the Department of Defense upon discovery that the Commission was
recommending that states submit their voter data using SAFE.

8/17/18

18-R015

Michael Martelle

| hereby request the following: USCYBERCOM 2010-SA-0025 Situational Awareness Report 2010 SA 0025
Wikileaks Release of Classified Documents from a Department of State Database, dated 02 December 2010

8/17/18

18-R016

Susan Maret

I request all records pertaining to: USCYBERCOM's participation, including any staff training, in the YouTube
Trusted Flagger program (see https ://support.qoogle.com/YouTube/answer/75543387?hl=en ); USCYBERCOM's
reporting history under the YouTube Trusted Flagger program (see
https://support.qoogle.com/youtube/answer/7687979?hl=en&ref _topic=2803138); any records pertaining to
USCYBERCOM's communication with NGOs (nongovernmental organizations) who are involved with the
Trusted Flagger program.

9/6/18

19-R009

Michael Martelle

| hereby request the following: Any materials prepared for the following presentations to the Defense Science
Board Cyber Task Force on Cyber as a Strategic Capability: Perspective on USCYBERCOM Capabilities and
Modalities given by Dr. Stephen Or IV on 05-06 Oct. 2016

9/9/18

19-R010

Michael Martelle

| hereby request the following: Any materials prepared for the following presentations to the Defense Science
Board Cyber Task Force on Cyber as a Strategic Capability: USCYBERCOM Perspective given by RADAM T.J.
White on 05-06 Oct. 2016

9/9/18




| hereby request the following: Any materials prepared for the following presentations to the Defense Science

19-R011 Michael Martelle Board Cyber Task Force on Cyber as a Strategic Capability: Briefing on Operational Strategy given Operations 9/9/18
by Dr. Richard Harknett on 05-06 Oct. 2016
| hereby request the following: Any materials prepared for the following presentations to the Defense Science
19-R012 Michael Martelle Board Cyber Task Force on Cyber as a Strategic Capability: Briefing on the Joint Intelligence Operations Center 9/9/18
given by CAPT Mike Studeman on 30 Nov-1 Dec 2016
| hereby request the following: Any materials prepared for the following presentations to the Defense Science
19-R013 Michael Martelle Board Cyber Task Force on Cyber as a Strategic Capability: Briefing on Global Cyberspace Operations 9/9/18
Synchronization (GCOS) given by COL Stephen Letcheer on 21-22 Feb 2017
| hereby request the following: Any materials prepared for the following presentations to the Defense Science
19-R014 Michael Martelle Board Cyber Task Force on Cyber as a Strategic Capability: Briefing on the USCYBERCOM Excursion-Cyber 9/9/18
Innovation Lab given by Col Mike Burke of the Cyber National Mission Force on 21-22 Feb 2017
| hereby request the following: Any materials prepared for the following presentations to the Defense Science
. Board Cyber Task Force on Cyber as a Strategic Capability: The USCYBERCOM-CIO Perspective presented by
19-R015 Michael Martelle Mr. G. Dennis Bartko of the USCYBERCOM Capabilities Development Group on 04-05 Apr. 2017 9/9/18
| hereby request the following: Any materials prepared for the following presentations to the Defense Science
19-R016 Michael Martelle Board Cyber Task Force on Cyber as a Strategic Capability: Briefing on Operation GLOWING SYMPHONY 9/9/18
given by Brig Gen. Tim Haugh and Capt Steve Donald of JTF-Ares on 30 Nov-1 Dec 2016
19-R017 Michael Martelle | herepy request the following: TASKORD 13-0244 issued March 6, 2013 and FRAGORD 01 to TASKORD 13- 9/21/18
0244 issued March 13, 2013
19-R018 Michael Martelle Izg:)rseby request the following: TASKORD 14-0061 "USCYBERCOM Operational Processes" dated March 14, 9/21/18
19-R019 Michael Martelle | hereby request the following: The Joint Force Headquarters - Cyber (JFHQ-C) certification slide presentation 9/21/18
dated October 3,2013
. . | hereby request the following: The Deputy Commander Fleet Cyber Command email to USCYBERCOM J-3
19-R020 Michael Martelle titled "(U) Modification to the Cyber Forces Planning Model: GO/FO Coord" sent February 9, 2014 9/21/18
. . | hereby request the following: Any materials related to the Cyber Components Commander Conference on
19-R021 Michael Martelle October 22, 2013 including but not limited to conference proceedings or briefing material 9/21/18
19-R022 Michael Martelle Izg(:r?’eby request the following :The "Cryptologic Intelligence Oversight Implementation Plan" issued June 13, 9/21/18
I hereby request the following: "The Deputy Commander memorandum for Service Cyber Component
19-R023 Michael Martelle Commanders Establishing Initial Operational Capability (JOC) Designation of Joint Force Headquarters - Cyber 9/21/18
(JFHQ-C)" issued September 30, 2013
| hereby request the following: CYBERCOM TASKORD 13-0747 "Establishment and Presentation of Cyber
19-R024 Michael Martelle Mission Force (CMF) Teams in Fiscal Year (FY) 2014" issued October 11, 2013 and FRAGORDS 01 through 06 9/21/18
19-R025 Michael Martelle | hereby request the following: Enclosures 1, 2, and 3 to TASKORD 15-0124 9/21/18
19-R026 Michael Martelle | her.eby request the following: The document "Cyber Force Concept of Operations and Employment (CFCOE) 9/21/18
published July 22, 2014
19-R027 Eric Geller Request for National Security Presidential Memorandum (NSPM) 13, and records related to this NSPM 9/21/18
. . Request for an August 2018 report submitted by General Paul Nakasone to Secretary of Defense, James Mattis
19-R028 Patrick Tucker regarding how NSA and U.S. Cyber Command are to diverge institutionally 12/18/18
19-R029 Mustafa Musawwir | am requesting (under the Freedom of Information Act) copies of all documents (and electronic documents) 12/30/18

involving myself in any capacity whatsoever.






